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Luckily, | can spare you an introduction to general copyright issues because Mark Bide did an
excellent job at that in his expert report for the OA-Forum in November 2002, ,, Open Archives and
Intellectud Property: incompatible world views?* [Bide 2002]. | dso agree with his conclusion, that
»thereis ultimately no conflict between Open Archives and Intellectua Property — but open archives
must work within the framework of Intellectud Property law as outlined here | will take it from



there, and focus on the framework of intellectud property technology, and what conflicts arise from
it for fredy sharing informetion.

1. The Problem

What one perceives as a problem, of course, depends on one's vantage point and one's gods. Two
main perspectives can be distinguished: open or proprietary knowledge, sharing or seling of
information.

From the first perspective, openness of the architecture of cyberspaceisagiven. Issues
arise asto how adigtributed archive can be made searchable in a congstent manner, how it fits with
the general project of a Semantic Web, how along-term preservation and accessability of
information can be achieved, how free information can be protected againgt closure tc. -- issues to
which the OAI isworking to develop solutions.

The second perspectiveis most of dl that of the exploiters of copyrighted works. To them,
the problem of cyberspace istwofold. One isthe nature of information itsdlf, i.e. that its
consumption is non-exhaudtible and non-rivarous. To talk of ,,consumers* of information is
mideading. Information is not consumed by its use. Digitd information by itsvery natureis
abundant, but markets need scarcity. ,, The malleable and vaporous nature of digitized content” is
how a recent WIPO report put it [WIPO 2002]. Like alcohal, it seems, if you don't put alid on, it
evaporates. The other problem is the open architecture of PC and Internet. Whatever technology
you devise to make a computer protect your data, a smart hacker can undo with the help of the
same fredy-programmeabl e general -purpose machine.

2. The Solution: DRM

The solution of the media corporations to their problem is to change the nature of information:
making it behave like materid goods, exhaudtible and rivarous. The information itsaf will ill be
there after ,,consumption” but the license will have been used up. It turned out that this can only be
achieved by overcoming the second ,,problem® as well, the open architecture of cyberspace.

The solution has two parts again. One is technology: DRM, and Since that lone didn't turn
out to be able to do the job, law: the new sui generis protection for this class of technology againgt
circumvention that is currently being implemented throughout the globe. (On the globd levd, thislex
DRM is the WIPO Copyright Treaty of 1996, for Europeit is the EU Copyright Dirctive of 2001
which is currently being implemented into the member states’ copyright laws,)

What isDRM?

» Digital Rights Management (DRM) is the umbrella term for new business processes
designed to unleash the tremendous capabilities of the Internet. (InterTrust)



» A more favorable way to ook at trusted systemsis to compare themto vending
machines.” (Mark Stefik, “Letting Loose the Light” 1996, S. 13)

» 0 loosely is the term used these days that no single definition of any usefits all the
systems and operations to which it is generally applied. ... A sophisticated DRM
system ... sets out to create a virtually all-embracing automated commer ce system for
digital information... The scope of functionality of a sophisticated DRM platformis
thus, in theory, unlimited.” (Nic Garnett, InterTrust 2001)

Theterm ,Digital Rights Management*, coined by InterTrust, the company that pioneered the DRM
market in 1990, isfirst of al a misnomer, as Mark Bide [2002] has pointed out in his report
dready. Abreviating ,,copyrights’ to ,rights' suggests that there is only one kind of rightsin digitd
space, that only the exploiters of copyrighted works have digitd rights. Suppressed -- not only
rhetoricaly but o practicaly by technical means -- isthe fact that dso citizens have rightsin
cyberspace, eg. theinviolability of the home, privacy, and participation in culturd life through
access to published works in libraries and through private copies.

More precise would be therefore the version of Richard Stallman who recommends to
gpeek of ,, Digita Redtrictions Management” [Stallman 2003]. Thet is very much to the economic
point of DRM: to cregte scarcity in an environment that only knows ,, mallegble and vaporous®
abundance, by imposing restrictions on usage, in order to then offer to dispel the scarcity asa
sarvice. When with abook or a CD we purchased dl privately possible forms of usage, the
technology now permits to prevent copying, backin-up, lending, extracting (by cut-and-paste) etc.
etc. and to sdl these functions separatdly.

At the heart of the technocratic vison of DRM istechnology that permits to make the
intercourse with knowledge controllable to a degree only dreamed of by dystopian writerslike
George Orwell. DRM istechnology for 1.) access control in order to exclude non-authorized users,
and 2.) usage control for authorized users. DRM controls who uses what, when, where, and in what
way, and it does so throughout the ,, commercid lifecycle* of the data. DRM isnot asingle
technology, but by its own logic has to be an infrastructure of various components and layersthat in
order to function as intended has to be seamless, watertight, and ubiquitous -- ,, virtualy
al-embracing* [Garnett 2001].

Just as an asde, DRM isrelated to DPM -- , Digita Policy Management*, concerning
corporate information policies, e.g. non-disclosure palicies and, dso interndly, rules on who may
show what information to whom. Thisis unrelated to copyright but ruled by employment contracts
and by data protection, trade secret and other laws. Florian Schnelder, an activist from the ,, Open
Borders' campaign and ,,No Personislllegd®, the other day pointed out another parale to me. The
officids deding with these issues are now talking about ,, Border Management”. Just aswith digitd
information, the god isfiltering and controlling flows of people across borders.

At the heart of the societd issue of DRM is the question whether the increasing reciproca
penetration of society and cyberspace will lead to a peopl€' s government, a democracy, or whether
Digitdia, that country in which dl of us are living, working, learning, teaching, communicating and
relaxing to an increasing degree will turn into a privately operated shopping-mal. A centra question
is. who getsto decide? When PC and Internet caused arevolution, then DRM is the counter-
revolution.



Four Stages of DRM
In the history of DRM one can distinguish four generations or paradigms:

0. Pre-History

1. Static Stand-Alone Systems

2. Dynamic Systems (revoceation and renewability)
3. Secure Boot and crypto infrastructure

Pre-Higtory

Ted Nelson who in the 1960s invented the concept of hyper-text, also came up with a mechanism
to incorporate portions of other network-based documents into one's own work. This
»transclusion® is not only supposed to dlow back-tracking every quotation to its origin but dso
automatic tracking of ownership, a concept he cals,, transcopyright [Nelson 1997]. If someone
purchases my article, she will pay me for my work. Since the quotes from other peoples’ work are
contained only as active pointers to the origind, the roydties for them will be paid automaticaly to
their respective authors -- given a byte-oriented payment scheme. The recipient of my text can then
re-use these quotes in the same way in works of her own. Nelson'sisavison of free re-usability
and perfect copyright. It's aso an unlikely vison because such a system would drown initsown
transaction costs.

Actud DRM technologies have thar roots in developments in the informatics industries
(copy-protection for software) and in the audiovisua consumer eectronics (e.g. conditiona access
control on set-top boxes for pay TV).

The first generation of digital recording technology on the consumer market was DAT
(Digita Audio Tape). By the mid-1980s the technology was ready, but intervention from the music
industry prevented Philips and Sony from marketing it. The technologica compromise that was
reached eventually was the Serial Copy Management System (SCMS). Since you can't really
prevent arecorder from recording, SCMSisintended to at least block copying of copies. The
SCMS copy-control bits can be either ,,00 unrestricted digital copies alowed”, ,,11 one generation
of digita copies adlowed”, and ,, 10 no digital copiesdlowed". A copy from aCD to aDAT tape
sets the copy bitsto 10. An origind recording to DAT alows one generation of copies which again
are set to 10.

The technology was backed up legdly by the US Audio Home Recording Act (AHAR) of
1992. Thisreform of the US Copyright Law obliges producers and importers of digital audio
devicesto equip them with aSCMS, and it makesillegd devices whose primary purposeit isto
circumvent the copy control system. This regulation of a single technology has become the mode
for the generd and globa disciplining of cyberspace that we observe today. At the sametimeitis
less redtrictive than most technologies we see today, snce SCMS does dlow to make first-
generation copies.

1. Generation -- Static Stand-Alone Systems



Another way of defining DRM is by saying that it isatechnologica enforcement of alicense.
Shrink-wrap and click-through licenses have been used for years, first for software, now for any
digitd content that is sold on- and offline. Compliance until now could only be enforced by legd
means. DRM now turns the PC into a,,copyright cop* that automatically complies with the rules set
out in thelicense. In the first generation thisis achieved by linking adigitd object to a player.

The page description language PostScript, introduced in 1985 by Adobe did not contain a
DRM mechanism. When the Portable Document Format (PDF) followed in 1993, it came from the
very sart with mechanisms to block certain forms of use (printing, extracting, modifying) and to
protect access with a password, and it offers an interface for third-party DRMs. Today, PDF isone
of the most wide-spread DRM formats. Many people are not even aware of it.

When the audio compression format MP3 was introduced in 1995, again it did not contain
any DRM. But the Fraunhofer Indtitute that developed M P3 added the Multimedia Protection
Protocol (MMP) for encapsulating MP3 files. Other DRM formats followed. The current members
of the MPEG family (MPEG-4, MPEG-7 and the framework MPEG-21) are dl designed from the
gart with DRM support.

First generation systems are local solutions that only affect the copyrighted data itself and
the software for rendering it. The datais locked to the client during ddivery from a server.

2. Generation -- Dynamic Systems (revocation and renewability)

Since the end of the 1990s, DRM is incorporated in al new devices (photocopying machines,
harddisks, satellite decoders, CPUs, mobile phones, game boxes), in media (CD, DVD, broadcast
sgnds, data formats) and software (viewers, editors, operating systems) that might touch
copyrighted content. From loca systems they develop into agloba dl-embracing infrastructure.
Current second generation systems are a complex structure of various layers and building blocks
that function on- and offline and keegp content on the long leash of the rightsowners. Since the idea
of aonce-and-for-al safe technology proved wrong, these systems can be updated in situ. [For
overviews s. Bechtold 2002, European Commission 2002, Grassmuck 2002]

Objekt-1dentification: What?
In order to identify a given piece of data, metadata about its content, its authors, rightsholders etc.
are added. This requires globaly uniform numbering systems like the ISBN for books and the ISRC
for audio recordings. The international umbrella organization of collecting societies CISAC
(Confédération International e des Sociétés d' Auteurs et Compositeurs) isactive in this areg,
because collecting leviesin many cases depends on identifying works. CISAC is not only
developing individuad numbering systems like the International Standard Works Code (ISWC) for
compoditions and the International Standard Audiovisual Number (ISAN) for films, but also a
one-stop clearing-house for copyright matters, the Common Information System (CIS).

A numbering scheme that emerged originaly from the net isthe Digital Object Identifier
(DQI). It congsts of an identifier, other metadata and a name space (URIs that can be mapped to
URLS, locd addresses, locationsin alibrary etc.), and isintended for automatized copyright control
from the production of works through marketing and distribution to the ,, aftercare’ on the buyer's
sde.



Subject-1dentification: Who?

Also the user has to be identified. Today, many systems are tying content to aplayer ID or some
machine-specific hardware ID. This poses obvious problems for portability of content. Therefore,
the trend is towards tying to a person who identifies hersdf through a smart-card, biometric
authentication or some online ,,identity management system” like Passport or the competing system
by the Liberty Alliance.

Onlineregidration aso of physical copieslike aCD could dlow to make the legdly
permissable number of copies. A so-caled ,rights locker” in which the licenses to purchased
content reside would allow to access that content from anywhere, e.g. a hotel-room.

It hasn't been long since we got used to identifying ourself visavis ahost computer. Thanks
to DRM we will now have to identify ourselves towards every piece of encapsulated information as
well. The times, when we could read a book or listen to a CD without having to show a passport
first seem to be over soon.

Would anonymous DRM be possible? Probably yes, as David Chaum's eCash system has
proven for an even more sengtive gpplication area. But nobody in the industry isworking onit.
Controlling who useswhat is at the core of the whole architecture. Therefore, anonymity is afeature
that will not be implemented unless demanded by law.

Usage Vocabulary: When, Where, How?

Usage vocabularies or in the industry jargon Rights Expression Languages (REL) are the central
element of DRM through which business models are being articulated. The most prominent example
isthe exXtensible rights Markup Language (XrML). It goes back to developments by Mark Stefik
at Xerox PARC and is marketed by ContentGuard, ajoint venture by Xerox and Microsoft. The
further development has been transferred to the Organisation for the Advancement of Structured
Information Standards (OASIS), the consortium in charge of XML in genera, and to the MPEG-
Gruppe in 1SO. XrML permits to express who may use adigital resource (content, service or
software) under which conditions and in what way. Practices in the digitd publishing industry lead to
design demand that the sytem should dlow cumulative rule setting at different points of the chain of
handling and control (studio, post-production, publisher, resdller, DRM service provider etc.).

Crypto-Wrapping

The actud control of the digital object is, of course, achieved by cryptorgphic encgpsulation that is
only opened when the conditions set by the rightsholder are met. Once packaged, the crypto-
wrapper has to remain firmly attached to the payload, during the chain of delivery, on the user's
device, and anywhere else, e.g. in a peer-to-peer environment.

»Superdigtribution” isabusinessmode that industry istalking about alot. A person sendsa
copy of a purchased e-book to afriend who can look a ateaser, e.g. a salected chapter. If he
decides that he wants to read the whole book he can click on a button that connects him to the e-
shop where he can purchase a key to unlock the rest of thefile.

Crypto-experts are very clear about the fact that software-based crypto systems are
inherently wesk [s. eg. Pfitzmann et d. 2002]. Therefore, the trend in third generation DRM is
towards implementing them in hardware.



Cryptosystems depend on further mechanisms fir key and transaction management and
authentication through digital signatures, issues that overlap with other areas of gpplication, like
systems security, privacy and data integrity.

It aso depends, of course, on a computing environment that autometicaly complies with the
conditions and the usage rules, collects information about uses and bills them (e.g. by decrementing
an dectronic budget).

Revocation and System Renewability

Theideaof asystem that isingdled and stays in control forever was proven wrong time after time.
Therefore ,,renewability” became a sandard festure of DRM. Systems are updatable in the field.
The license for the Microsoft Windows Media Player is infamous for dlowing Microsoft to remotely
update the player and ingtall operating system components a any time without permission or even
knowledge of the user [s. Foster 2/02, Siding 7/02]. When a new hack is circulating on the net,
Microsoft smply plays a patch onto al ingtdled players next time they go online.

Compromised devices, programs or data that cannot be updated in thisway, must be
revokable. The Digital Transmission Licensing Administration, for instance, uses ablack-list of
devices for which acircumvention is known to exist. During the authentication diaog between
content and runtime environment, thislist is interpreted. When a ,,legitimate”’ device taksto one
whose D isin the revocetion lig it bresks off contact. The,,illegitimate’ device will ill be physcdly
present, but it will be effectively isolated in the home environment.

Another way of achieving renewability and revocation is to keep content and license
separate, amethod patented by InterTrust. Even after delivery of the data, its license can be
changed and rightsholders can remotely revoke the license dtogether.

Search Engines and Filtering

In case that dl other mechanims failed, specia search engines can serve to located content on the
net that has been extracted from its DRM wrapper with the help of watermarks, fingerprints or
other characterigtics. The rightsholder can then issue a notic-and-takedown warrant to the I SP.

If the content is hosted outside the reach of notice-and-takedown mechanisms, netfilters can
be used. The unauthorized file will ill be there but the usersin that areawill not be able to accessiit.
Juergen Buessow, head of the loca government in Dussaldorf, ordered ISPs in the federd state of
Nordrhein-Westfdiato ingal such URL filtersin order to fight nazi propaganda and child-
pornography. Oncein place, it can be expected that dso the rightsholders will clam their right to
feed the filters with URL s of infrining web-pages.

Central Source of , Trust”

A pervasve DRM infrastructure depends on centrdized indtitutions. ,, The system must have an
independent and dynamic root trust authority which ether ddlivers the root key facilitating
subsequent encryption or acts as the root trust authority for delegated trust functions, such asthe
generation of digitd certificates, conducted a some other level within the system.” [Garnett 2001]
This requirement is Smilar to thet of digitd Sgnature and public key infrastructures, and likewise has
yet to be resolved.

Standardization



It has become clear by now that such an dl-embracing infrastructure can only be build by a
concerted effort of al playersinvolved. Standardization takes place ingde public forumslike 1SO,
especidly in MPEG and JPEG, or |EEE, inindustry consortia like W3C, SDMI, the DVD Copy
Control Association or the TCPA, or through a monopaly, i.e. Microsoft which can smply set de-
facto standards.

Short of legidating compliance with these sandards as in the case of DAT, away of
achieving it are bundling-contracts. The maker of DVD playerswill want to license the Content
Scrambling System (CSS) because Hollywood alows digtribution of their films only on CSS
encrypted disks. Therefore players that don't support it would be unsdlable. But the DVD CCA
will licenseit to him only if he dso licenses andog copy control by Macrovison, region
management, CGMS, DTCP, HTCP and a host of other DRM mechanisms (up to ten on today‘s
DVDs). According to Stefan Bechthold, thisis a characteritic for technology licensing contractsin
generd [Bechthold 2002]. The argument given isthat only in thisway a uniform and al-embracing
level of protection can be guaranteed. That this raises questions of anti-trust seems obvious, b,
says Bechthold, surprisingly they are not being asked by paliticians or the juridicd literature
[Bechtold 2002: 178 ff.].

3. Generation -- Secure Boot and Crypto Infrastructure

Theideato not only control data but the whole computing environment has been around in the
military area since a least the early 1970s. The first models envisioned a cryptographic co-
processor that takes control from the boot on and puts the computer into a secure state. Thiswould
mean changing the architecture of the PC, and it was regjected because it would require industry-
wide cooperation -- or amonopoly, as we shall see.

One of the first secure bootstrap architectures was introduced by David Farber and two
colleagues from the University of Pennsylvaniain 1996 under the name AEGIS. Starting from a
trustworthy BIOS segment on an additional PROM, one after the other the second BIOS segment,
the hardware drivers, the boot block, the operating system and findly the applications are vaidated
and started. For validation a hash is caculated and checked againgt a stored sgnature. They did
place their work in the context of emerging e-commerce, of protection againgt viruses and trojans
and generd access control, but without any reference to DRM [Arbaugh, Farber, Smith 1996].

TCPA

In 1999, Intel, Compaq (now part of HP), HP, IBM and Microsoft founded the Trusted
Computing Platform Alliance (TCPA), which by now has been joined by more than 180 other
companies. Their aim isto improve security on the level of platform hardware, BIOS, system
software and operating system. ,, The objective of the TCPA isto make trust just as much a part of
the PC platform as memory and graphics. [TCPA, Januar 2000]

Core-element of the TCPA technology is a cryptographic co-processor named ,, Trusted
Platform Module* (TPM). It has arandom generator, non-volatile memory for keys, and a
mechanism for generating and managing keys, Sgnatures and hashes. On top of this chip dtsthe
TCPA Software Stack (TSS). It uses,,,integrity metrics® for authenticating the sysem. The
generaion of hashes of the componentsis cdled a,, self-inspection®.



The TPM isin charge of booting the system. After starting the BIOS boot block, the BIOS
then authenticates the user via smart-card or biometrics followed by the operating system loader
and the operating system kernd. After everything went well and it is certain that no unwanted
program sneaked in, the operating system kernel takes over.

The reaults of the integrity metrics are stored in the TPM. If a content provider wants to
decide whether to entrugt this system with his valuable wares, it asksthe TPM for a signed
cryptographic summary of the current state of the system. TCPA only attests to a given State of the
runtime environment, akind of x-ray of the system, and leaves it to the provider to evauate its
trustworthiness. If avirus enters the system or the users sarts a debugger, the Sate of the system
changes, and access to protected data is blocked. This attestation can also take place towards a
locd media player that would release content only when no untrusted program is running.

The consortium address privacy concernsin several ways. The keys built into the TPM
never leave the system. The TPM generates new key-pairs, sends them to a certification authority
for 9gning, and uses those for communication with the outsde. By default, the TPM is turned off,
and hasto be activated by the user (opt-in). Any operation of the TPM has to be authorized by the
user, e.g. through aPIN.

TCPA istargeting the complete computing landscape. In order to make the PC platform
secure, an al-embracing solution is necessary. ,, The concept of ubiquity ... implies that at some
point, dl PCswill have the ahility to be trusted to some minimum leve. ... Every PC will have
hardware-based trust, and every piece of software on the syslem will be able to useit.“ [TCPA,
Januar 2000].

Palladium

The news about Microsoft' s Paladium was broken by Steven Levy in June 2001. Levy isheavy on
superlatives. ,,Microsoft’s plan to literaly change the architecture of PCs ... one of the riskiest
ventures the company has ever attempted,” and “I1t’s one of the most technicaly complex things
ever attempted on the PC,” he quotes a Gartner analyst [Levy 2001].

At firgt glance, the Palladium architecture is quite Smilar to that of the TCPA. The crypto-
processor hereis caled Security Support Component (SSC). Other hardware changes concern
CPU, chip-set, memory graphics processor, and USB-hub for connecting mouse and keyboard.
The software-stack on top of the SSC is called Nexus. It creates a controlled operating
environment, the , Trusted Space’, in which ,, Trusted Agents’, the Pdlladium applications are
running, each in their own phyicaly and cryptographicaly isolaed ,, vault* or ,,redm” with its own
keysand policies.

The main differenceisthat TCPA controls the complete system from boot, whereas
Pdladium is a separate operating environment next to aregular, and regularily insecure Windows.
»ince Pdladium does not interfere with the operation of any program running in the regular
Windows environment, everything, including the native OS and viruses, runs there as it does today.
... redms dlow auser to have alocked-down work environment and fully open surfing environment
a the same time, on the same computer.” [Microsoft Paladium White Paper]

We can conclude that Palladium isakind of sandbox architecture, smilar to the Java Virtud
Machine, only that the intention is the reverse. While potentialy malicous code is kept in the Java



VM s0 it can't harm the operating environment, the Palladium application is secured indde the
sandbox againg attacks from the regular operating environment.

Another innovation is mentioned in Levy'saticle: , It safunny thing,' says Bill Gates. ,We
came a this thinking about music, but then we redlized that e-mail and documents were far more
interesting domains. For ingtance, Pdladium might alow you to send out e-mail so that no one (or
only certain people) can copy it or forward it to others. Or you could create Word documents that
could be read only in the next week. In al cases, it would be the user, not Microsoft, who sets these
palicies. [Levy 2002] The Microsoft Paladium-FAQ confirms this change of strategy: ,, Anyone can
impaose access control over remote networks and/or enforcement of user policy over sengitive
information.” [Microsoft Paladium FAQ]

Imagine aworld of ubiquitous DRM: each software would make use of it. Every editor for
text, photos, sound, video, each mailer would ask you before saving or sending what restrictions
you want to impose on your data. We wouldn‘t have a choice but to technicaly claim our ,, content*
as our property, even if we decided to set dl the redtriction options to ,, of f*.

For the mediaindudtry it would be paradise. Not only would they have full control
throughout the whole ,, life-cycle* of their property, they would aso get a congstant stream of high-
precision, personalized usage data.

Others would be happy as well. The Church of Scientology, known to systematicaly use
copyright law againgt their critics, would be aole to effectively sed internal documents. Criticd
reporting or whistle-blowing by former members or relatives could be prevented. Also Microsoft
would certainly have been grateful for ameansto diminate interna e-mails that were used as
evidence in the anti-trust case againg it viaremote-control or time-switch.

But Gates red coup wasto turn DRM from a control instrument of the entertainment
indugtry into atool for everyone. He might even gain some acceptance from individua computer
users. It looks better when not only afew multinationd information corporations are Sitting & the
control switches, but everyone gets there hands on little switches of their own. Not that your regular
Joe and Jane would have anything to gain. Them the monopolist hasin its pockets dready, anyway.

For the digita knowledge environment, this would mean that we will be seeing redtrictions
on private home-pages and in postings to newsgroups and mailingligs. Ever larger parts of the net
become invisble to search-engines. And once there is a functioning micro-payment system in place
there will be no holding back.

Mogt of dl, this new architecture of cyberspace will teach usto think like info-capitdidts.
Gates is moddling the world after his likeness. What until now was restricted to commercid
entertainment datawill extend to any kind of digital utterance. We will be taught to think of our
vacation photos and videos, our seminar papers, our mailinglist postings as,,intellectud property”,
as ,,content”, as potential commodities. The,,VolksDRM* will lead to a copyrighting of the entire
knowledge environment.

Microsoft continudly ingsts that Palladium has no relation to DRM. Its main purpose is
improving ,,security”. But the different securities can dready be achieved by exigting technology:
PGP, virus scanners, crypto tunneling, TANSs for online banking. And even the possibility to impose
restrictions on use of office documents has been announced as part of Microsoft Works 2003. If
Pdladium is needed for none of these, that leaves DRM as main gpplication and driving force.
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DRM Issues
The DRM industry is concerned about a number of issues.

#

Interoperability and portability of data. It must be possible to use information on awide
variety of devices, gpplications and operating systems (PCs, AV equipment, PDASs, mobile
phones, set-top boxes). DRM fegatures today lack standardization and a mechanism for
trandation between different systems. Standardization mustn't lead to alock-ininto a closed
proprietary system preventing competition. Garnett puts it rather bluntly: ,, Can a monopolist
be trusted?* Microsoft is a problem not only to users but to the industry as well.

Roll-out & migration: How do we get there from here? Corporations and public
adminigrations will likely be the firgt to jump for DRM solutions as soon asthey are usable.
They can st up there own internd certification infragtructure. Their employees are in no
position to resst the new automeated ,,information policy management”. And indeed, Inte’s
Security Architect in arecent interview stated very clearly that LaGrande will target first of
all corporate users [Plura 2003].

In the mass-market it is most easily introduced for new services, eg. PDF or
streamingformats, cool technology and content that people want, so they download the
gratis player which comes with DRM built in. It is much more difficult with old media, eg.
billions of legacy CDs without any protection that ill have to be supported by new devices.
User acceptance. Egtablishing user trust in these , trusted systems”* will certainly be the most
difficult part for the industry. They aso have to address user expectations about usability,
platform independence, and privacy.

Nic Garnett from Intertrust at the 2001 WIPO conference on e-commerce, talked
with a notable degree of envy about Napster: ,, The rapid take-up of itstechnology - it is
reported to have attracted some 65 million subscribersin less than ayear - illustrates that
consumers are more than ready to move to new technology if they like what it does.”
[Garnett 2001] The Microsoft employees who authored the famous Darknet Paper
concluded that in the end, the media industry will have to compete with the darknet on its
own terms, i.e. usability and price [Biddle et d. 2002]. Garnett puts it into more of a Sraight
businesstak: ,,[DRM] must provide a basis for delivering a consumer experience and
business models that go someway to neutrdizing the gpped of pirate offerings.” [Garnett
2001]

Time-frame. InterTrust calls the widescae commercid deployment of sophisticated DRM
~imminent. Intel‘simproved TCPA chip LaGrand is dated to come out in one to two

years. Microsoft’ s next verson of Windows with Paladium ingde is announced for 2005.
DRM doesn't work. Thisis the foremost and most well-kept problem for the industry. Four
Microsoft DRM engineers presented convincing reasoning for thisin their presentation a the
2002 ACM Workshop on Digitd Rights Management [Biddle et a. 2002]. They argue that
there will dways be a darknet, i.e digribution networks for physica copiesor for file
sharing, and there will dways be experts able to break the DRM systems that the industry
experts are congructing who will then input the unwrapped information itself and know-how
for circumventing DRM into the darknet. Targetting the average user, asthe DRM industry
currently does, istherefore meaningless. But targetting the expert if technicdly possible at
al, iseconomicaly not feasable. The authors therefore predict further rounds of
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technologicad and legd escdaion, until an economic limit is reached. Even before that point
it might show that stronger DRM systems may actudly act as a disncentive to lega
commerce. Ther concluson: ,,In short, if you are competing with the darknet, you must
compete on the darknet’ s own terms: that is convenience and low cost rather than additiona
security.”

3. Problems of the Solution

Having said that we could go back to business and continue building open architectures for the free
exchange of knowledge. That' s the attidude of many hackers: smply ignoring DRM. Technicaly, |
sympahize with this attitude, paliticaly | think it's rather naiv. Aslong as DRM was ill insular,
connected only to certain data formats and players, one could sill avoid those. If you don't like the
licenang scheme and the DRM mechanisms around MP3 you can just switch to Ogg Vorbis. But
when the DRM project strives to modify the very architecture of the PC, it will affect the digital
knowledge and communications environment even if it proves usdessin the end.

The American Library Association in its position paper on DRM dates that these sysems
are intended to control the use of awork after sde. , It isin this,downstream’ control over
consumer use of legitimately acquired works that DRM presents seriousissues for libraries and
users.” [ALA 2002] Strange enough, the paper goes on to say that ,,the principa policy issuesfor
libraries and schools are not derived from DRM technology, itsdlf, but from the business modd s the
content industry chooses to enforce ALA seemsto argue that DRM is neutrd, but hasthe
potentid to prevent non-infringing uses and to enforce restrictions far beyond those alowed by the
copyright law. ,, The scope of functiondity of asophigticated DRM plaformis..., in theory,
unlimited.* [Garnett 2001]

DRM can diminate the ,,First Sa€‘ doctrine which has been a bedrock principle for
balancing the interests of exploiters and users of works [ALA 2002]. It allows usto give abook or
CD to afriend, to sdl it to a second-hand shop, and it dlows libraries to loan works to the public.
Eliminating First Sale has been an established practice for digital works which is now being
reconfirmed by law. The EUCD proscribes that existing limitations mustn’ d be applied to works
sold online. To auser it shouldn't make any difference whether she buys music on aCD or online as
MP3s. But thereis no and will not be any legd market for used MP3s. Libraries dready depend
entirely on licensing contracts for digital works which, of course, do not alow atransfer of rights,
e.g. to another library.

ALA's second issue isthat DRM can be used for enforcing a* Pay-per-use’ model of
information dissemination which is contrary to the public purposes of copyright law. Libraries and
other public ingtitutions whose task it is to make information accessible to dl citizens regardless of
ther financid means, will be turned into shopping-windows for commercid offerings. If they choose
to pick up the bill for their users it would have severe economic consequences for them.

The next issue concerns preservation and archiving. ALA sees a problem with DRMs
enforcing time limits or other limitations of use. The whole purpose of DRMsisto impose
limitations. Even if content does not essentialy disappear after a specific period of time or number of
uses, its DRM wrapper will certainly prevent copying and converson to new formats, which is
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exactly what libraries, higtoricd archives, museums, research ingtitutions, and other cultura
ingtitutions need to do in order to preserve and provide long-term access to the knowledge
products of our society. The logica consequence would be to extend the existing system of
compulsory library copiesto digita works. Publishers who, after dl, do not fulfill the task of long-
term preservation on their own would be required to submit a DRM-free copy of thework in a
non-proprietary format. Such alaw does exist in the German federa state of Berlin, but chances of
extending it are dim.

Limitations to copyright that society needs for education, journdism, criticism, scholarship,
access for disabled persons etc. can be diminated by DRM. As mentioned before, the EUCD
explicitly states that limitations do not gpply to works marketed online. When DRM is atechnica
implementation of copyright law, then it should dlow to exercise limitations as a function of the
sysem.

InterTrugt, in stark contrast to the rest of the industry, does talk about limitations. But they
aso argue tha the search for implementation of privileges,,must include, from the Sart, are-
examinaion of the bads and nature of the privileges themsdves. ... Existing exceptions to copyright
protection based on technology induced market failure seem obvious candidates for reped,
notwithstanding the indtitutiond inertia supporting their perpetuation, when new gpplications of
technology correcting that failure become generdly available” [Garnett 2001] Thisisfollowed by a
telling quote on where this re-evauation might lead: ,, Traditiondly, piracy of copyright works has
been regarded and trested as an activity distinct from other forms of unauthorized copying. The
former isthe domain of gangsters, the latter the occupation of innocent consumers exercisng
legitimate rights. This generd digtinction is no longer tenable. Private copying has dways inflicted
ggnificant damage on the copyright industries, damage that has only been minimdly dleviated by the
unfair and inefficient levy sysemsindituted in certain countries” [Garnett 2001] The god of DRM
isclearly to findly do away with the ,,irrationa insstence on privileged access to data.”

InterTrust does seem to believe that after this re-evauation some judtified limitations will
remain. It's solution is an independent authority ensuring that providers of data comply with aggreed
codes of practice, including provisions for privileged classes of users. It suggests that trade
asociations could play thisrole of |, independent trusted authority”. Asatechnica implementation,
the DRM company proposes the rights locker modell. In this case, a Public Rights Locker would
make rights available to entitled users under ,,non-standard” terms of use. ,, Establishing entitlement
to these non-standard terms would be based on the applicant delivering the appropriate credentias,
identifying it as a qudifying inditution -- alibrary or educationd establishment -- aprocesswhichis
relaively smple and secure from atechnical perspective.” [Garnett 2001]

Another areaof concern is the public domain. The e-book verson of ,Alicein
Wonderland” is an infamous example of works whose copyright term has expired but which through
ample digitization acquire new rights that are enforced by DRM. Privacy is another mgor issue that
ALA doesn't even mention. DRM controls who uses what, and in doing so creates high-resolution
usage profiles of each user. The legd anti-circumvention provison aso prevents privecy officids
from examining whether DRM systems comply with privacy laws. The right to read anonymoudy,
taken for granted in andlog media, is now threatened with extinction. A find point that will be at the
center of the copyright discussions in the upcoming months concerns collective rights management
organizations. Since publishers argue that DRM alows rightsholders to control secondary uses of
works directly, they will use their justification and are threatened with extinction, aswell.
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Some observers like July Cohen in the US and Rainer Kuhlen in Germany have suggested
ways of reforming DRM into something socidly, democraticaly, culturaly acceptable by technicaly
implementing some of the issues mentioned. But maybe DRM is inherently flawved. Maybe in the end
we will find out, that DRM is akin to nuclear energy: you cannot reform it, you can only do away
with it dtogether. But if we do find that out it s likely going to be too late. The fundamenta
transformation of the very architecture of cyberspace might prove to beirreversable.

4. Alternativesto that Solution

Science is dready an dternative to commercid information. The scientific community should
remember that it is bound by the scienctific ethics which according to Robert Merton rests on the
four CUDOS pilars: Communism, Universalism, Disinterestedness and Organized Skepticism
[Merton 1974].

Open Archives are an important answer: the movement isthere, and it does receive some
officid backing. The German Nationd Conference of University Deans issued a Satment last year,
in which they demand that the distribution of scientific knowledge must serve science again, and not
primarily the commercid interest of large publishers. They recommend the development of
dternative peer-review systems and university publishing serversin order to free science from
monopoalistic structures [HRK 2002].

Inasmilar but somewhat more cautious satment, the German Federa Ministry of
Education and Research criticized in arecent ,, strategic position paper” that the globa networks
favor the emergence of world monopolies which threaten the existing system of public science
information. But increesngly science is opting for salf-publishing, and the minigtry is committing itsdf
to supporting this movement by setting up a nation-wide information and knowledge network
[BMBF 2002].

Scientists who, after dl, don't earn their living by salling their work can obvioudy profit from
awide dissemination, gain reputation, get cited. The free software movement, namely through the
GPL has shown how freedom can be expressed and secured with the means of copyright and
contract. Mark Bide recommends severd times that authors should make the terms under which
they want their works to be used explicit. The GPL is specificaly devised for software. But the
Creative Commons licenses, that Bide mentions but which were only released after he finished his
report seem to be theided instrument.

What CC offersis an Open Content Licenses Generator. The licensor choses one or more
options. ,, Attribution” permits others to copy, didtribute, display, and perform the work and
derivative works based upon it only if they give him credit. ,, Noncommercid® permits othersto use
the work only for noncommercid purposes. ,,No Derivative Works* permits othersto copy,
digtribute, display and perform only verbatim copies of the work, not derivative works based upon
it. ,Share Alike" does alow derivative works but only under alicense identica to the license that
governs the origind work.

The CC license generator then produces a human-readable version of the license, the legdly
binding text, and a machine-readable verson that helps search engines and other applications
identify the work by itsterms of use. The metadata used for the latter comply with the Resource

14



Description Framework (RDF) developed by W3C.

It is not the intention of CC that DRM systems are addressed by the machine-readable
license. Infact, dl flavors of their license explicitly prohibit to distribute the licensed work with any
technological measures that control access or use of the Work in amanner inconsistent with the
terms of this license agreement. But in aworld of ubiquitous DRM, expressng freedom in the
vocabulary of a Rights Expression Language might be the only way to force the Windows Media
Payer and other soft- and hardware to comply with the terms set by the author. In alandscape with
DRM fortification everywhere, there would digital objects with full DRM armor around them, but dl
switches st to ,, freg’. They could float around this landscape full of |, digitd barbed wire® without
any resstance, like angdls.

Whether this worst case scenario can be prevented or not, in the end, freedom of scienceis
amatter of awareness and active choice of scientific authors. Bide concludes. ,, Whether [Open
Archives] are successful will ultimately depend in the first ingance on the attitude of authors....; if
authors continue to believe that forma publication in the literature is what they want, and continue to
be willing to give up some or dl their rights over their content in order to achieve this— then the
current mechanisms of scholarly publishing are likely to continue.” [Bide 2002] For thisto change,
the most urgent task isto develop an dternative peer-review-system and aternatives to the current
citation index, lending credibility to open science.

As for authors who do depend on the returns from their creetive works, Bide writes, there
must be ared possibility that, on the Internet, copying compensated by levy schemes could become
the primary mechaniam for Intelectud Property digtribution, in which case the entire cregtive
process would be supported by what is essentidly ataxation-based system.” [Bide 2002]. Thisis
indeed the solution to the DRM problem that the Electronic Frontier Foundation and others are
consdering to promote. Authors would voluntarily put a copyright flag on their works which could
be registered by an I SP when one of its users downloads the work. An gppropriate lump sum levy
would then be added to the online fee and passed on to anew ,, Collecting Society Cyberspace’
that redigtributes it to the authors. Commercid offerings could be protected by smple password
authentication, as database providers and journas are doing today. No DRM would be needed.
Ted Nelson's dream of free re-didtribution plus compensation would finaly come true.
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